AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

§1017.28

(2) The document or material must
be packaged to conceal the presence of
the UCNI from someone who is not au-
thorized access. A single, opaque enve-
lope or wrapping is sufficient for this
purpose. The address of the recipient
and the sender must be indicated on
the outside of the envelope or wrapping
along with the words ‘“TO BE OPENED
BY ADDRESSEE ONLY.”

(b) Transmitting UCNI documents over
telecommunications circuits. Encryption
algorithms that comply with all appli-
cable Federal laws, regulations, and
standards for the protection of unclas-
sified controlled information must be
used when transmitting UCNI over a
telecommunications circuit (including
the telephone, facsimile, radio, e-mail,
Internet).

§1017.28 Processing on Automated In-
formation Systems (AIS).

UCNI may be processed or produced
on any AIS that complies with the
guidance in OMB Circular No. A-130,
Revised, Transmittal No. 4, Appendix
III, ‘““‘Security of Federal Automated
Information Resources,” or is certified
for classified information.

Subpart F—Violations

§1017.29 Civil penalty.

(a) Regulations. Any person who vio-
lates a UCNI security requirement of
any of the following is subject to a
civil penalty under this part:

(1) 10 CFR Part 1017—Identification
and Protection of Unclassified Con-
trolled Nuclear Information; or

(2) Any other DOE regulation related
to the safeguarding or security of UCNI
if the regulation provides that viola-
tion of its provisions may result in a
civil penalty pursuant to section 148 of
the Act.

(b) Compliance order. If, without vio-
lating a requirement of any regulation
issued under section 148, a person by an
act or omission causes, or creates a
risk of, the loss, compromise or unau-
thorized disclosure of UCNI, the Sec-
retary may issue a compliance order to
that person requiring the person to
take corrective action and notifying
the person that violation of the compli-
ance order is subject to a notice of vio-
lation and assessment of a civil pen-
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alty. If a person wishes to contest the
compliance order, the person must file
a notice of appeal with the Secretary
within 15 days of receipt of the compli-
ance order.

(c) Amount of penalty. The Director
may propose imposition of a civil pen-
alty for violation of a requirement of a
regulation under paragraph (a) of this
section or a compliance order issued
under paragraph (b) of this section, not
to exceed $100,000 for each violation.

(d) Settlements. The Director may
enter into a settlement, with or with-
out conditions, of an enforcement pro-
ceeding at any time if the settlement is
consistent with the objectives of DOE’s
UCNI protection requirements.

(e) Enforcement conference. The Direc-
tor may convene an informal con-
ference to discuss any situation that
might be a violation of the Act, its sig-
nificance and cause, any correction
taken or not taken by the person, any
mitigating or aggravating cir-
cumstances, and any other useful infor-
mation. The Director may compel a
person to attend the conference. This
conference will not normally be open
to the public and there shall be no
transcript.

(f) Imvestigations. The Director may
conduct investigations and inspections
relating to the scope, nature and ex-
tent of compliance by a person with
DOE security requirements specified in
these regulations and take such action
as the Director deems necessary and
appropriate to the conduct of the in-
vestigation or inspection, including
signing, issuing and serving subpoenas.

(g) Preliminary notice of violation. (1)
In order to begin a proceeding to im-
pose a civil penalty under this part, the
Director shall notify the person by a
written preliminary notice of violation
sent by certified mail, return receipt
requested, of:

(i) The date, facts, and nature of each
act or omission constituting the al-
leged violation;

(ii) The particular provision of the
regulation or compliance order in-
volved in each alleged violation;

(iii) The proposed remedy for each al-
leged violation, including the amount
of any civil penalty proposed;

(iv) The right of the person to submit
a written reply to the Director within
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